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InExeter WhatsApp Groups - Purpose and Acceptable Use Policy

Quick rules (summary)

Keep messages work-related (operations, safety, events, training, updates).

Be respectful and professional; no discriminatory, offensive, or harassing content.

Do not name or identify individuals (including suspected offenders) or post allegations.
Do not share images/video of people or CCTV footage in the group.

For crime/ASB, use 999/101. For situational monitoring contact the CCTV Control Room
on 01392 665008. WhatsApp is not a formal reporting channel.

1. Purpose of the WhatsApp groups

InExeter administers a number of area-specific WhatsApp groups for levy-paying businesses.
This policy applies to all InExeter-managed WhatsApp groups and all participants. These
groups are intended to:

Share InExeter project news, campaigns, training opportunities, newsletters, and related
content.

Enable InExeter member businesses to communicate and connect with each other,
supporting partnership working.

Provide timely operational updates affecting the city centre (for example, roadworks,
events, or emerging issues).

The groups are not intended to replace formal reporting channels.

2. How should the groups be used?

Use for work-related communication: Use the group for operational and business-
related discussion (for example: roadworks, events, safety updates, training
opportunities, BID/news updates). Please avoid advertising spam, personal disputes,
rumours, or off-topic discussion.

Respectful communication: Communicate in a respectful and professional manner. Do
not use offensive, derogatory, discriminatory, or harassing language, and respect the
opinions and perspectives of others.

No naming or allegations: Do not name, identify, or post allegations about individuals
(including suspected offenders). Use Exeter Business Against Crime (EBAC)’'s SENTRY SIS
platform and/or the police reporting routes as appropriate.

3. Who is in these groups?

The WhatsApp groups are for levy-paying businesses in the InExeter BID area.

Participation is voluntary: Joining the group is voluntary and members may choose to leave the
group at any time.
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By joining the group, you consent to other members seeing your phone number and profile
information associated with your WhatsApp account.

WhatsApp is a third-party platform. Please use your own judgement about what you share and
review your privacy settings here: How to change group privacy settings | WhatsApp Help
Center.

4. Sharing images, videos and personal data
Care is required when sharing images or videos.

e Do not share photographs or videos of people unless there is a clear and lawful reason
to do so.

e Sharing images of individuals without their consent may breach data protection and
privacy laws.

o Images taken in moments of distress, confrontation, or vulnerability should not be
shared.

e Forwarding images from private CCTV systems into WhatsApp groups is not
appropriate.

This applies even where the intention is to be helpful or to warn others.
Images of suspected offenders

If a business needs to share images or video of suspected offenders for prevention or
intelligence purposes, this should be done through (EBAC), which provides a lawful, controlled
platform (SENTRY SIS) for sharing information with the business community.

EBAC ensures:
e Appropriate safeguards
e Clear purpose limitation
e Compliance with data protection requirements
Images and CCTYV footage is strictly prohibited from being shared via WhatsApp groups.
5. Reporting crime and anti-social behaviour
If a crime or incident is taking place:
e Emergency: Call 999
e Non-emergency: Call 101 or report online via Devon & Cornwall Police

e Businesses may also contact the CCTV Control Room on 01392 665008 for situational
monitoring support

Reporting through these channels ensures incidents are recorded, responded to appropriately,
and can support enforcement and investigation.
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While InExeter monitors WhatsApp groups, messages posted there do not constitute a formal
report and may not be seen in real time.

6. Administration and moderation

WhatsApp groups are administered by InExeter. Please note that the InExeter team operates
during office working hours (9am—-5pm) and may not respond to queries outside office hours.

Cleansing requests over the weekend can be emailed to PGS@exeter.gov.uk

This Terms of Use policy will be available to view and download via www.inexeter.com. Any
queries or concerns should be emailed to info@inexeter.com.

Moderation will normally be proportionate (for example: a reminder of the policy, removal of a
post, and/or removal from the group for repeated or serious breaches).

We reserve the right to:

e Moderate or remove posts that fall outside this policy

e Remind members of appropriate use

e Remove individuals where use of the group is not in line with this policy
This is to ensure the groups remain useful, safe and constructive for all members.
7. Review

This policy will be kept under review and updated where needed to reflect legislation, best
practice and operational learning.
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